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Privacy
A strong privacy culture is
critical for ensuring personal
information security
Privacy champions essential
for strong privacy culture
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Personal Information
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Personal Information

©2020 Sibenco Pty Ltd

Global Digital Economy – data flows
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Insights from Data Analytics & Data Sharing
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Information

Freedom of
Information

Privacy

FOI Act 1982

Privacy Act 1988
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Privacy
now in focus
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Cambridge Analytica & Facebook
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Cambridge Analytica & Facebook
How Cambridge Analytica Exploited the Facebook
Data of Millions
New York Times
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PageUp – June 2018
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PageUp - Universities
Universities impacted
Universities victims of data
breach at PageUp incl:
Melbourne, RMIT, UNSW,
Macquarie, ANU, Tasmania.
Reported that ‘malicious code
executed inside PageUp’s
systems’.
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The Australian Catholic University has been hit by a data
breach, with the attacker(s) using a phishing email to trick
users into revealing their credentials on a fake ACU login page.
The ACU has three public websites, with the main one running
on Linux, while two others, which allow staff to log in, run on
Windows Server 2008.
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The laptops – which were taken in a break-in at a UWA
administration building – contain the Tax File Numbers and
student identification numbers of people who applied to study
at the university between 1988 and January 2018.
“Separately, and in varying degrees of completeness, there
are also details across the laptops from applicants who may
have provided the University with information such as names,
dates of birth and passport numbers to obtain a confirmation
of enrolment,” Vice-Chancellor Professor Dawn Freshwater”
©2020 Sibenco Pty Ltd

©2020 Sibenco Pty Ltd

Student claims 'insane' amount of information available
Claims about the system vulnerability emerged over the weekend, after a University of
Canberra software engineering student posted on social media.
The student, who asked to remain anonymous, told the ABC he found the data when
applying for a club membership. "[The website] showed a list of all the people that were part
of that society, which seemed a bit strange to me," the student said. He said a quick online
search found the personal data of about 200,000 users dating back more than a year.
"I looked at the information that was being sent from Get to my computer … it's things like
name, phone number, date of birth, addresses, student number.
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March 2020

Personal data, including e-mail addresses, passwords,
driver’s license, passport details, and financial and health
information of 90,000 staff, students and suppliers
Victoria Police notified Melb Poytechnic that an individual
who attended the campus in late 2018 had ‘obtained
unauthorised access to Melbourne Polytechnic’s computer
systems by hard logging onto the network; overcoming
security measures.’
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Data Breach Causes – OAIC, 28 Feb 2020
70%

64%

60%
50%
40%

32%

30%
20%

4%

10%
0%

©2020 Sibenco Pty Ltd

Human Error
Human
error

Malicious or Criminal Attack

Malicious or
criminal attack

System Faults
System
faults

Other

Malicious or criminal attacks
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Cyber incident
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Human Error Causes – OAIC, 28 Feb 2020
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Data Breach

A data breach happens when
personal information is
accessed or disclosed without
authorisation or is lost.
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Top 5 Sectors – July to Dec 2019
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Health service providers

Health service
providers

Finance

Finance

9%
Legal, accounting & management
services

Education

7%

4%

Education
Business & Professional Associations
Recruitment &
Legal,
training agencies,
accounting
management childcare, vets &
community services
services

OAIC report – 1st 12 months of NBD Scheme

964 data breach notifications
- From 1 April 2018 to 31 March 2019
114 data breach notifications
- for financial year 2016/2017
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OAIC report – 19% increase in 2019

537 data breach notifications
- From 1 July 2019 to 31 December 2019
460 data breach notifications
- From 1 January 2019 to 30 June 2019
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What do you do if you identify a data breach
of personal information?

Notify the ANU Privacy Officer

Data breach notification
You must notify affected individuals and OAIC when a data breach
involving personal information is likely to result in serious harm
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•

Enables students, staff and affected
individuals to take any steps required to
protect themselves from risk that may occur
as a result of the data breach.

•

Assist to mitigate any damage and reflect
positively on the University’s reputation.

Serious Harm
The types of PI involved more likely to
cause serious harm include:
sensitive information – e.g. health
documents commonly used for ID fraud
e.g. Medicare number, student number,
driver license, passport details
financial information
a combination of types of PI that allows more
to be known about the individuals
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Nature of Harm
Examples likely to result in serious
harm include:
identity theft
significant financial loss
threats to an individual’s physical safety
loss of business or employment opportunities
humiliation, damage to reputation or
relationships
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workplace or social bullying or marginalisation

Notify the ANU Privacy Officer

Process for managing a data breach

Contain

&
Notify PO
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Evaluate

Notify

- affected persons
- OAIC &
other agencies

Act

Prevent

When are affected individuals
and OAIC notified of data breach?

Assessment As Short a Time as Possible

30

DAYS
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Section 26WH(2): An organisation must
take all reasonable steps to complete the
assessment within 30 calendar days after
the day it became aware of the grounds that
caused it to suspect an eligible data breach.

But….
wherever possible entities to treat 30 days
as a maximum time limit …, and endeavour
to complete the assessment in a much
shorter timeframe, as the risk of serious
harm to individuals often increases with
time.

Assessing a Suspected Data Breach
The assessment:

Must be
reasonable
and
expeditious
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and

Entities may
develop their
own
procedures for
assessing a
suspected data
breach

General Data Protection Regulation (GDPR)
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EU- GDPR
The biggest change to Europe’s privacy laws
in 20 years
Enforced from 25 May 2018
Penalties of up to 4% of global turnover or
€20 million, whichever is higher
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Notification of Data Breach under GDPR
Under the GDPR, notification must be made where a data
breach is likely to ‘result in a risk for the rights and
freedoms of individuals’.
Notification must be made within 72 hours of first having
become aware of the breach.
Data processors are required to notify their customers and
the controllers ‘without undue delay’ after first becoming
aware of a data breach.
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GDPR applies to Australian orgs that are data processors or controllers with an establishment in
the EEA
offer goods or services to individuals in the EEA
monitoring the behavior of individuals in the EEA, where
that behavior takes place in the EEA
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Personal Information
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Mandatory Data Breach Reporting
NDB
Scheme

Global
trend
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Australia’s
notifiable
- 23 February 2018

data

breach

(NDB)

scheme

APP entities – incls orgs with $3m turnover, health care providers, ANU, private
tertiary education providers, & breaches of TFNs

EU - General Data Protection Regulation (GDPR) - 25 May 2018
Australian orgs incl education providers, tertiary institutes if they are operating in
the EU or offering goods & services to EU residents – i.e. prospective or current
students or alumni residing in EU

Notification of Data Breach under GDPR
Under the GDPR, notification must be made where a data
breach is likely to ‘result in a risk for the rights and
freedoms of individuals’.
Notification must be made within 72 hours of first having
become aware of the breach.
Data processors are required to notify their customers and
the controllers ‘without undue delay’ after first becoming
aware of a data breach.
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Controllers and Processors
Controllers

Processors

Determine the purpose and means of
processing personal data.

Means the organisation which processes
personal data on behalf of the controller.

They are the principal party with
responsibilities including - collecting and
managing consent and enabling rights under
the GDPR.

The obligations on data processors under the
GDPR are new.
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Controllers to only use processors providing
‘sufficient guarantees to implement appropriate
technical and organizational measures’ that will
meet the GDPR requirements.

Rights of Individuals Under the GDPR
Right of
access

Right to
rectification
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Right to
be
informed

Right
to restrict
processing
(in certain
circumstances)

Right
to object
to automated
decision making
(in certain
circumstances)

Right to
object

Right to
withdraw
consent

Right to
erasure / be
forgotten

Right
to data
portability

GDPR Data Breach Penalties
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GDPR Penalties
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GDPR Penalties
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COMPARISON

EU GDPR

Australian Privacy Act

Who does this
apply to?

Data processing activities of businesses, regardless of size, that are data processors Most Australian Government agencies, all private sector and not-for-profit
or controllers
organisations with an annual turnover of more than $3 million, all private health
service providers and some small businesses.
What does it
Personal data – any information relating to an identified or identifiable natural person: Personal information (PI) – information or an opinion about an identified individual, or
apply to?
Art 4(1)
an individual who is reasonably identifiable: s 6(1)
Applies to businesses:
Jurisdictional link Applies to data processors or controllers:
•
with an establishment in the EU, or
•
incorporated in Australia, or
•
outside the EU, that offer goods or services to individuals in the EU or monitor •
that ‘carry on a business’ in Australia and collect PI from Australia or hold PI in
the behaviour of individuals in the EU: Art 3
Australia: s 5B
APP entities must take reasonable steps to implement practices, procedures and
Accountability
Controllers generally must:
systems to ensure compliance with the APPs and to enable complaints: APP 1.2
implement appropriate technical and organisational measures to demonstrate
and governance •
Businesses are expected to appoint key roles and responsibilities for privacy
GDPR compliance and build in privacy by default and design: Arts 5, 24, 25
•
undertake compulsory data protection impact assessments: Art 35
management and to conduct privacy impact assessments for many new and updated
•
appoint data protection officers: Art 37
projects
Consent

Consent must be:
•
freely given, specific and informed, and
•
an unambiguous indication of the data subject's wishes which, by a statement
or by a clear affirmative action, signifies agreement to processing: Art 4(11)

Key elements:
•
the individual is adequately informed before giving consent, and has the
capacity to understand and communicate consent
•
the consent is given voluntarily
•
the consent is current and specific: OAIC’s APP GLs

Data Breach
notifications
Individual rights

Mandatory data breach notifications by controllers and processors (exceptions
apply): Arts 33-34
Individual rights include:
•
right to erasure: Art 17
•
right to data portability: Art 20
•
right to object: Art 21
Personal data may be transferred outside the EU in limited circumstances including:
•
to countries that provide an ‘adequate’ level of data protection
•
where ‘standard data protection clauses’ or ‘binding corporate rules’ apply
•
approved codes of conduct or certification in place: Chp V

From 22 February 2018, mandatory reporting for breaches likely to result in real risk of
serious harm
No equivalents to these rights.
However, business must take reasonable steps to destroy or de-identify PI that is no
longer needed for a permitted purpose: APP 11.2. Where access is given to an
individual’s PI, it must generally be given in the manner requested: APP 12.5
Before disclosing PI overseas, a business must take reasonable steps to ensure that
the recipient does not breach the APPs in relation to the information: APP 8
(exceptions apply). The entity is accountable for a breach of the APPs by the
overseas recipient in relation to the information: s 16C (exceptions apply)

Overseas
transfers

Sanctions

Administrative fines of up to €20 million or 4% of annual worldwide turnover
is higher): Art 83
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Powers to work with entities to facilitate compliance and best practice, and
investigative and enforcement powers: Parts IV and V

Processing Personal Data
You must have a valid
lawful basis in order to
process personal data.

Most lawful bases require that
processing is ‘necessary’. If you
can reasonably achieve the same
purpose without the processing,
you won’t have a lawful basis.

There are six available
lawful bases for
processing.
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Your privacy notice should
include your lawful basis for
processing as well as the
purposes of the processing.

You must determine your lawful
basis before you begin
processing, and you should
document it. Your should not
swap to a different lawful basis at
a later date without good reason.

If you are processing special
category data you need to
identify both a lawful basis
for general processing and
an additional condition for
processing this type of data.

6 Lawful Bases for Processing
Consent

The individual
has given
clear consent
for you to
process their
personal data
for a specific
purpose.

Contract

Necessary for a
contract you
have with the
individual, or
because they
have asked you
to take specific
steps before
entering into a
contract.

Legal
obligation

Vital
Interests

Public
task

Legitimate
interests

Necessary for
you to comply
with the law (not
including
contractual
obligations).

Necessary to
protect
someone’s life.

Necessary for
you to perform a
task in the public
interest or for
your official
functions, and
the task or
function has a
clear basis in law

Necessary for your
legitimate interests
or the legitimate
interests of a third
party unless there
is a good reason
to protect the
individual’s
personal data
which overrides
those legitimate
interests.*

*This Pty
cannot
©2020 Sibenco
Ltd apply if you are a public authority processing data to perform your official tasks.

International Transfers
Transfers may take place to a third country or
international organisation where the EU
Commission has decided that it ensures ‘an
adequate level of protection’ (Article 45(1)).

The adequacy decisions under the current
Directive remain in force under the GDPR and
those determined by the EU Commission to
provide ‘an adequate level of protection’ - eg New
Zealand and Japan.
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International Transfers
Approved binding corporate
rules that enable transfers
within a multinational group of
companies

Approved code of conduct pursuant
to Article 40, and the recipient gives
binding and enforceable
commitments to apply appropriate
safeguards

Standard data protection
contractual clauses
approved by the EU
Commission
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Approved certification mechanism
pursuant to Article 42, together with
binding and enforceable
commitments of the controller or
processor in the third country to apply
the appropriate safeguards

Accountability & Governance
The GDPR sets
out expanded
accountability and
governance
requirements
including that data
controllers must:

Demonstrate that they comply with all the principles set out
in Article 5(1) of the GDPR.
Implement appropriate technical and organizational
measures to ensure compliance with the GDPR, including
implementation of data protection policies
Implement ‘data protection by design and by default’.
Implement appropriate technical and organizational
‘measures to ensure a level of security appropriate to the
risk’.
Data protection
processing
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impact

assessment

Appoint a Data Protection Officer (DPO)

for

high

risk

Accountability & Governance
Demonstrate that they comply with all the
principles set out in Article 5(1) of the GDPR.
These principles relate to the processing of personal data
which include: lawfulness, fairness and transparency,
purpose limitation, data minimization, accuracy, storage
limitation, integrity and confidentiality.

Implement ‘data protection by design and by
default’.
The controller is required at the outset to determine the means
for processing data, as well as at the time of processing to
implement appropriate technical and organizational measures
to ensure it complies with the GDPR and protects the rights of
individuals. This includes ensuring that only personal data
collected and processed is for the specific purpose of the
transaction, personal data is stored no longer than it is
required and that access to personal data is restricted.
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Implement
appropriate
technical
and
organizational
measures
to
ensure
compliance with the GDPR, including
implementation of data protection policies
(Article 24).
Implement
appropriate
technical
and
organizational ‘measures to ensure a level
of security appropriate to the risk’.
This includes as appropriate: de-identification and encryption
of personal data; ongoing confidentiality, integrity and
availability and resilience of processing systems and
services; ability to restore the availability and access to
personal data; and a process for regularly testing, assessing
and evaluating the effectives of the measures implemented to
ensure security.

Accountability & Governance
Demonstrate that they comply with all
the principles set out in Article 5(1) of
the GDPR.
These principles relate to the processing of personal
data which include: lawfulness, fairness and
transparency, purpose limitation, data minimization,
accuracy,
storage
limitation,
integrity
and
confidentiality.
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Implement appropriate technical and
organizational measures to ensure
compliance with the GDPR, including
implementation of data protection
policies (Article 24).

Accountability & Governance
Implement ‘data protection by design
and by default’.
The controller is required at the outset to determine the
means for processing data, as well as at the time of
processing to implement appropriate technical and
organizational measures to ensure it complies with the
GDPR and protects the rights of individuals.
This includes ensuring that only personal data collected
and processed is for the specific purpose of the
transaction, personal data is stored no longer than it is
required and that access to personal data is restricted.
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Implement appropriate technical and
organizational ‘measures to ensure a
level of security appropriate to the risk’.
This includes as appropriate:
– de-identification and encryption of personal data;
– ongoing confidentiality, integrity and availability and
resilience of processing systems and services;
– ability to restore the availability and access to
personal data;
– and a process for regularly testing, assessing and
evaluating the effectives of the measures
implemented to ensure security.

Accountability & Governance
Data protection impact assessment for
high risk processing
A data protection impact assessment is required
before processing personal data for processing which
is likely to result in a high risk to the rights and
freedoms of individuals.

Appoint a Data Protection Officer (DPO)
if the organisation falls within a category
where a DPO is mandated.
This includes: public authorities, organizations carrying
out large scale systematic monitoring of individuals
(e.g. online behavior tracking) or organizations
carrying out large scale processing of special
categories of data or data relating to convictions and
offences.
DPO’s are required to have ‘expert knowledge’ of data
protection law and practices.
The DPO must ‘directly report to the highest
management level’, must not be instructed in the
exercise of their tasks and must not be dismissed or
penalized for performing their tasks (Article 38(3)).
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Global Digital Economy – data flows
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Changes to Privacy Act ahead
Federal Government announcement in
March 2019 that:
• OAIC will be provided with an additional
$25 million over three years to give it
the resources it needs to investigate
and respond to breaches of individuals’
privacy
• Amendments to Privacy Act will be
drafted for consultation.
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The challenge of Shadow IT
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Comply with ANU Policies
• Acceptable Use of IT Policy
• Code of Conduct
• Records & Archive Management
Policy
• Research Data Management
Policy
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Do you know what everyone is doing?
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Privacy & Research

PI and Research
Australian Privacy Act 1988 (Cth)
Australian Code of Responsible
Conduct of Research 2007

Australian Privacy Principles (APPs)
Sets out the principles and responsibilities that
underpin the conduct of Australian research

National Statement on Ethical
Conduct in Human Research (2007)

Consists of a series of guidelines made in accordance
with the NHMRC Act 1992

ANU Code of Research Conduct

Sets out compliance requirements re research
records at the University

Research Data Management Policy

Data management plan and management of data
throughout the research and lifecycle of data

Australia – Re-identification of dataset
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Personal
Information

What is Personal Information?
Personal information means
information or an opinion about an
identified individual, or an individual
who is reasonably identifiable.
What is personal information will vary,
depending on whether a person can be
identified or is reasonably identifiable in
the circumstances.
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Personal Data - GDPR
Means ‘any information relating to an identified
or identifiable natural person (‘data subject’).

An identifiable natural person is one who can be
identified, directly or indirectly, in particular by reference
to an identifier such as a name, an identification
number, location number, an online identifier or to one
or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of
that natural person (Article 4).

The GDPR refers to sensitive personal data as
‘special categories of personal data’ (Article 9).

The special categories specifically include genetic data,
and biometric data where processed to uniquely identify
an individual.
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Personal Information at the University
Student/staff - name, address, ID number
Family details, bank account details
Medical Info incl medicare number
Counselling notes
Photographs, recorded images
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What are the risks?
Risk to student and/or staff safety
Financial loss to the student/family,
and/or staff and/or University
Reputational damage
Loss of trust in University
Regulatory investigation, litigation
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Personal information about an individual which is
apparent or can reasonably be ascertained
Redaction of name
AIN v Medical Council of New South Wales [2016] NSWCATAD 5

‘While the Applicant's personal information was masked from the human eye, her
personal information was able to be ‘read’ by the Google search engine. This resulted in a
search for ‘Dr [AIN]’ (or similar) leading to a link to a copy of the (human eye redacted)
Medical Tribunal’s decision. The Respondent accepted, properly in my view, that a
Google search for ‘Dr [AIN]’ would link the Medical Tribunal’s decision to her’
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De-identification of Personal Information
De-identified information is information
from which identifiers have been
permanently
removed,
or
where
identifiers have never been included.
De-identified information cannot be reidentified.
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Personal information from linking with other
information
‘We have concluded that, depending on
the circumstances, sources of information
other than the information or opinion
which contains the personal information,
may be consulted to ascertain the
person's identity.’
APV and APW and Department of Finance and Services
[2014] NSWCATAD 10 at [54]
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Australian Privacy
Principles
(APPs)

13 Australian Privacy Principles
There are 13 APPs and they govern standards, rights
and obligations around:
• the collection, use and disclosure of PI
• ANU’s governance and accountability
• integrity and correction of PI
• the rights of individuals to access PI
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The Privacy Principles (APPs)

1
2
3
4
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Open and transparent management of PI incls having a clearly expressed and up to date privacy policy

Anonymity and pseudonymity
Collection of PI – outlines when you can collect PI
Dealing with unsolicited PI where unsolicited PI is received

outlines steps to be taken

The Privacy Principles (APPs)

5
6
7
8
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Notification – outlines what an individual must be informed
Use or Disclosure

– outlines the circumstances in which PI

may be used or disclosed

Direct marketing -

may only use of disclose PI for direct
marketing purposes if certain conditions are met

Cross-border disclosure of PI take to protect PI before it is disclosed overseas

outlines steps that must

The Privacy Principles (APPs)

9
10
11
12
13
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Gov’t related identifier – outlines limited
circumstances when a gov’t identified may be adopted

Accuracy – reasonable steps must be taken to ensure PI
is accurate, up to date and complete

Security - reas steps must be taken to protect PI from
misuse, interference and loss, and from unauthorised access

Access – incls a requirement to provide access unless a
specific exception applies

Correction – outlines the obligation to correct PI held
about individuals

Third party
providers –
technology,
contractors
&
Privacy Impact
Assessments

What security safeguards are reasonable for
contractors?
minimise the amount of personal information given out
audit or monitor the performance of the service provider – e.g. contractor or tech system
control the disposal of the information or demand the return of all personal information
once the service is completed
ensure contractual provisions minimising opportunities for misuse of personal information
include appropriate contractual clauses incl indemnity clauses to pass on the costs of any
compensation due to the actions of an outside contractor/service provider.
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Privacy Impact Assessments - PIAs
A PIA identifies how a new or revised project or system can have an impact on an individual's
privacy, and makes recommendations for managing, minimising or eliminating those
privacy impacts.
A PIA is likely to be required if:
• personal information is collected in a new way;
• personal information is collected in a way that might be perceived as being intrusive;
• personal information will be disclosed to another agency, a contractor, the private sector or
to the public; or
• there is a change in the way personal information is collected, disclosed, retained, stored or
secured or handled.
• Privacy Impact Assessment Guideline available on ANU website
• Examples of PIA- Graduate search
• For assistance contact the ANU Privacy Officer - privacy@anu.edu.au
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Discussion

Example
Annabel’s father calls Linda, who is Annabel’s Masters supervisor, and says he is concerned that he
hasn’t heard from Annabel for 6 weeks as she usually speaks with him regularly. He is worried as
she suffers from depression and would like Annabel’s contact details. Can you provide Annabel’s
mobile number or email address to her father?
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Example
ASIO contacts Anne who is senior academic, asking for information about her student John who is
undertaking a PhD suspected of being involved in a terror organisation. ASIO want to know who he
has been meeting with on his overseas research trips for the last 4 months. Anne hands this
information over to ASIO. Should Anne have done this?
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Example
A detective contacts a University staff member and asks the staff member to provide contact
details for one of the University employees. They say that the disclosure is necessary for a fraud
investigation and is required urgently, but is unwilling to provide further details in case it
compromises the investigation.
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Example
Tom, a Research Fellow, has been researching diabetes on population X and published his findings.
He and another colleague are undertaking a new project relating to mental health of diabetics
patients and Tom would like to use the genetic samples taken from participants from his original
research and use in this new research. Can Tom use the research data in this way?
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Example
An academic is seriously injured and, due to their injuries, cannot give consent. Can the University
disclose the individual’s health information to the treating health service where the University
reasonably believes that disclosure of the information is necessary to lessen the serious threat to
the individual’s life posed by those injuries?
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Example
Alex has been interviewing participants for his research. He is about to travel to a politically
sensitive country – should Alex be collecting name of people he interviews? What steps can be
taken to mitigate risks?
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Example
Alex has been interviewing participants for his research in a number of politically sensitive
countries. What security precautions should Alex be taking?
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Example
Alex has been interviewing participants for his research both in Australia and overseas on his
phone. What issues does this raise?
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Example
Unfortunately, because Alex was distracted, he left his laptop at the airport? What should Alex do?
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Example
Alex has realised that the ANU holds information from students that would be very useful for his
research? Can Alex obtain access to this data for his research?

©2020 Sibenco Pty Ltd

Example
Alex’s laptop stopped working while he was overseas, he went a bought a new laptop and is now
capturing his latest recordings on a cloud storage site based in the US. Does this raise any privacy
concerns?
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Privacy Champions & Privacy Proactive
Be proactive,
Be prepared
and able to
quickly escalate
and respond

Be able to identify when there is a data breach
Escalate and notify Privacy Office immediately
Embed Privacy Culture – e.g team meetings
Staff training – identifying, escalating and
knowing what to do in breach event
Ensure suppliers comply with contractual
requirements incl privacy regulations
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Personal Information
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Privacy Check List
Check - are you collecting PI?
Check/think - do you need the PI, or all of the PI?
Check before using and/or disclosing PI - i.e. is the use or disclosure permitted?
Think before you send - avoid email address errors and/or wrong recipients
Secure your computer and other devices; keep passwords safe
Don’t fall for phishing or other scams
Be vigilant about information security

©2020 Sibenco Pty Ltd

Thank you
Susan Bennett
Sibenco Legal & Advisory
e: susan.bennett@sibenco.com
p: +61 409 480 840
www.sibenco.com
@sibenco

